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OPEN824RLW Router - Port Forwarding

Introduction

Purpose

The purpose of this Application Note is to provide step-by-step instructions to set up Port
Forwarding on an OPEN824RL or a OPEN824RLW. The procedures cover the following:

m  Setup port forwarding using predefined rules

m  Setup port forwarding by manually entering ports and protocol numbers

Audience

This Application Note is intended for a technical audience. It is assumed that the reader is
familiar with IP Networking and LAN/WAN technologies.

Requirements

e The customer must be able to connect to the OPEN824 from the LAN PC web
browser.

e The customer must know the protocol and port of the application that requires ports
to be forwarded.

e The computer accepting the forwarded ports must have a static IP address.
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Logging Into The OPEN824

step 1

the following in the Address bar: http://192.168.1.254

Access the OPEN824 by opening your computer’'s web browser and typing

Note: If you have changed the LAN IP address from the default you will need

to connect to the new address.

step 2

Password field enter admin, then click OK.

Connect to 192.168.1.254

{ F -).._.
Eohta
g
4
Webadmin
Lser name: | L%, W |
Passward; | |
[ ] remember my password
[, ] [ Cancel
The following appears:
O OPENB824RLW VolF/ADSL2+ Wireless Router (Lifeline)
OPEN
Status
Device Information
Model Name OPENS24RLW olP/ADSL2+ Wireless Router (Lifeline)
Host Name © home. gateway
Systern Up-Time 00:21:39s
Current Time © Thu, 01 Jan 1970 - 00:21:39 Sync Mow
Hardware Yersion Argon 432 ADSL-A2/GA0 «1.00
Software Version 5.0dh
MAC Address 00:04:ED:42:04:AD
Home URL OPEM MNetwaorks Pty Ltd.
LAN
IP Address © 192 168.1.254
SubMetmask 255 265 285 .0
DHCP Serer © Enabled
WAN
ipwan €
WPILIWCI 8/ 35
PPPoE Connection Aternpting to Connect Disconnect

Connected time so far

1P dddrace

OPEN Networks Pty Ltd
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00:00:005
annn

At the Connect to... screen, in the Username field, enter admin, and in the

SAVE CONFIG LOGOUT
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Setup Port Forwarding - Using predefined entries

step 1  Select the Configuration menu option, then the Virtual Server option. The
following screen will be displayed.

0 OPENG24RLW VolP/ADSL2+ Wireless Router (Lifeline)

Virtual Server (Port Forwarding)
Add Virtual Saver © Edt DMZ Hist© Eift One-to-one NAT ©

Aeghcation  Twno Schedule  Protocol  Extomal Pt Reduect Pon 1P Addross

step 2 From the Virtual Server page, select Add Virtual Server. The following
screen will be displayed.

o OPENS24RLW VolP/ADSL 2+ Wireless Router (Lifeline)

Add Virtual Server in ‘ipwan’ IP interface
Virtlual Sarvar Entry

Time Schedula [Abways On ]
CDE
Protocol lep -

System Extomal Pont womf :oln_
Firgwll Redrect Ped wmp 10'3—
Intemnal IP Address  Candidsies G |
Apely | et ©
[ saveconsig B gespaar W logour ]
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step 3 From the Add Virtual
will be displayed.

Application Protocol
CFTP TCP
 55H TCP
 TELMET TCP
 SMTP TCP
O HTTP_Server  TCP
C POP3 TCP
C NTP UDP
" SNMP UDP
C HTTPS TCP
CIKE UDP
 syslog UDP
7120 TCP
CL2TP UDF

Server page, select Helper link The following screen

Port Mumber
21
22
23
25
BO
110
123
161
443
500
514
1803
1701

step 4  Select the Application you would like to forward, this will immediately update
the port and protocol information into the Virtual Server Entry page. The

following example is f

or a Web Server. If the port you require to forward is not

displayed in the previous list, you will need to manually enter the details as
shown in Manually entering port and protocol section of this

document.

O OPENS24RLW VolP/ADSL2+ Wireless Roufer (Lifeline)

Vinual Server Entry
Tima Schedule
Apglication  Helper
Protocol
Extemal Port
Redirect Port

Internsl P Address Candid.

Add Virtual Server in ‘ipwan’ IP interface

[Atways on 7]
frep =]

from F'_ﬁ 0 Fi

from B0 10
EE—

ales

step 5 From the Add Virtual Server page, select Candidates. The following screen

will be displayed.

Active PC in LAN

IP Address
" 192.158.1.99

OPEN Networks Pty Ltd
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MAC Address
00:0b: cd:97:45: bd
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step 6 Select the IP Address of the computer accepting connections on the
forwarded port. This will update Internal IP Address field on the Virtual Server
page as the following example shows. If the IP Address is not displayed in
the list, it can be manually entered in the Internal IP Address field.

©

WAN

System

Firewall
WolP

QoS

OFPENS824RLW VolP/ADSL2+ Wireless Router (Lifeline)

Add Virtual Server in ‘ipwan’ IP interface
Wirlual Server Enlry

Tima Sehaduls | Akwsys On -|

Agphcation Halps O [FTTe_Sermr

Pratocol [ =]

Estermal Port fren E mﬁ

Redenct For freen Fli o Fn

Intemal IP Addepss Condidues@ [z 88198
Apely IRnunO

step 7  Click the Apply button. The rule is added to the port forwarding virtual server
table as displayed below.

Systemm

Fizswall

Vi
Cos

Wirtual Sievar

Tims Schadule

OPEN Networks Pty Ltd
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OPENS24RLW VolP/ADSL2+ Wireless Router (Lifeline)

Virtual Server (Port Forwarding)
Add Yinual Sarer © Edit DMZ Host O Edit Ore-imvana HAT
Virtual Servor Table

Agplication  Time Schedule  Protocol  External Pt Ruedirect Pot 1P Addeess

TATTEL S, AWy O 1ep -8 w-m 19z a9 Ed O Dulite O
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step 8 Repeat Steps 2 through to 6 to forward another port. Once all the required
ports have been forwarded Save the configuration by selecting Save Config to
FLASH from the menu and then click apply.

O OPENS24RLW VolP/ADSL2+ Wireless Router (Lifeline)

Save Config to FLASH
Ploate confirm that you wish to save the canfiguration.
Thireee wall bab 2 ciriay’ whibs aing 8 Confiquration infiarmition ia wetlen to FLASH chipa

Loty |

step 9 Click OK to confirm Config has been successfully saved.

Microsoft Internet Exple x|

& Save Config bo FLASH Successful
(0] 4 |
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Setup Port Forwarding - Manually entering port and protocol

step 1  Select the Configuration menu option, then the Virtual Server option. The
following screen will be displayed.

o OPENG24RLW VolP/ADSL2+ Wireless Router (Lifeline)

Virtual Server (Port Forwarding)

Add Virdual Server © Edt DMZ Hosl D Edl One-to-one NAT

Wirtual Server Tabla
Apphcation  Teme Schedule  Pretocel  Extomal Pot  Redinect Pon 1P Addrss

Tima Schedule
Advanced

step 2 From the Virtual Server page, select Add Virtual Server. The following
screen will be displayed.

o OPENS24RLW VolP/ADSL 2+ Wireless Router (Lifeline)

Add Virtual Server in ‘ipwan’ IP interface
Virtlual Sarvar Entry
Time Schedula [Abways On ]

LN Appication Helper © —

WAN Frotocsl e =1

System Exturmal Pont momP b

Firewall Redesct Por wmf Wb
—

valP Intemal IP Addrass  Candidates ©

GoS
Vitual Senvar _|‘PP'Y Retun©

[__saveconsc N gespaar N losour ]
In the Virtual Server Entry page, enter the following;

= Inthe Application field, enter a uniqgue name.

= |nthe Protocol drop down field select the required protocol from the drop down
list.

= In the External Port from field, enter the port number or the first port number in
the port range.

= |nthe External Port to field, enter the port number or the last port number in the
port range.

Note. If you are only forwarding one port then the same port number is entered in
from and to.

»= |nthe Redirect Port from field, enter the port number or the first port number in
the redirected port range.
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= |nthe Redirect Port to field, enter the port number or the last port number in the
redirected port range.

= Inthe Internal IP Address field, enter the IP address of the server hosting the
application.

= Select Apply
o OPENS824RL W VolP/ADSL 2+ Wireless Router (Lifeline)

Add Virtual Server in "ipwan' IP interface
Virtual Sarvar Entry

Time Schedude ||
Application Halps O ihl
Protocel il'.'n X
Etermal Pan mﬁl to ﬁl
Redirect Part mfml to ﬁi
o Intomal IP Address Candidaten  [132 188 1 100
TR Zanly | 50 ©

Time Schadule

o FLASH

You can forward a single port or a range of ports. You can redirect the incoming port to a
different port on the inside server.

Ensure when forwarding external port ranges that there is an equivalent number of
redirected ports. Virtual Server entries will not be accepted if this screen is incorrectly
completed. Check the error log for details. (Status -> Error Log)

step 3 Ifthe rule has been entered correctly it will appear in the Virtual Server Table
as shown.

O OPENS24RLW VolP/ADSL 2+ Wireless Router (Lifeline)

Virtual Server (Port Forwarding)
Add Vitual Server © Edit DMZ HostQ Edit One-to-one NAT ©

Virtual Server Table
Application  Time Schedule  Protocol  External Pot  Redirect Port  |P Address

ho Always On tcp 680 - 530 780-790 192168.1.83  EdiQ Delets ©
torr Always On tcp 6881-6881  6881-£881 1921881100 Edi ©  Delete ©
FTR Always On tcp 21-21 21-21 192168183  Edit © Delets ©

step 4 Repeat Step 2 to forward another port. Once all the required ports have been
forwarded Save the configuration by selecting Save Config to FLASH from the
menu and then click apply.
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O OPENS24RLW VolP/ADSL2+ Wireless Router (Lifeline)

Save Config to FLASH : :
Thone wall b & doday whils adving o8 configuration informstion ia wntien bo FLASH chipa

ey |

step 5 Click OK to confirm Config has been successfully saved.

Microsoft Internet Explorer x|

& Save Config ko FLA&SH Successhul
Ok |
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